Pexomenganun MunucreperBa nugppoBoro pasBuTHs, CBA3H
U MaccoBbIX KOMMYHuKauuii Poccuiickoii @enepauun no 3¢p¢eKTHBHOMY
Pacno3HABAHUIO (PHIIMHIOBBIX MHCEM

OumuHr (aHri. phishing) — BuJ MHTepHET-MOIIIEHHUYECTBA, 1IeJIbI0 KOTOPOTO
SIBISIETCSl TIOJyYeHWe WJICHTU(DUKAIMOHHBIX JaHHBIX TIOJb30BaTeneld (JIOTHH,
naposib, HOMEp KPeIUTHOW KapThl M IPYyrod KOHPHUACHIUATHHOW WH(POPMAIIH),
a TakKe 3allyCK BPEeIOHOCHOTO IPOTPaMMHOI0 OOecreueHus: Ha KOMIIbIoTepe
MOJIb30BATENSI.

Takoit  BUI  WHTEpHET-MOIICHHWYECTBA, Kak  MpaBWIO, OCHOBaH
Ha TICUXOJIOTUYECKOW MaHWITYJISIIUA W €ro IeJib — BBIBECTH YeJlOBeKa Ha TaKue
SMOIMH, KaK HHTepec, CTpax, ’KaJHOCTb, 3JI0CTh, KeJaHHe MOMOYb. ITO MO3BOJISIET
0CIIa0WTh KOHIIEHTPAIIMIO YeJIOBEKa, YCHITTUTh ero OIUTebHOCTb.

Tak, mpruMeHeHNe Pa3TUIHBIX TICUXOJIOTHIECKUAX MMPUEMOB JejiaeT TaKOH BT
WHTEPHET-MOIIICHHIYECTBA Ype3BbIYaitHO 3(h(EeKTUBHBIM, B TOM HHCIIe B OpraHax
rOCyJapCTBEHHOW BJIACTH.

Ilpumep. /[na 310ymeiuiieHHuKka He cocmasnaem mpyoa Haumu 8 OMKpPbIMbIX
ucmouHukax uHgopmayuro o cmpykmype Bawieeo opzana enacmu, onpeoenums
KII0Ye8bIX OONNCHOCMHBIX TUY U 0OMEH KOpnopamueHou noumsel Bauwieco opeana
enacmu. Omo no3eonaem 3N0YMbIUICHHUKY CcOelamsb QUUIUHL08YI0 PACCLLIKY
NpUMepHO cliedyioue2o cooeparcanus. « Yeaowcaemulii ....! B nepuoo ¢ 1 mapma no 3
anpena Ynpaenenuem uH@GOPMAYUOHHBIX MEXHONOULU NPOUIBOOUMCS PeBU3Us
NoumoBvIX AWUKO8 COMPYOHUKOE .... Bce wueucnonvzyemvie noumer 0yoym
omxkntovensl. Eciu vl nonyuunu O0amHoe NUCLMO U NIAHUpYeme UCHONb308aNMb
OQHHBILL NOYMOBLLL AUWUK 8 OYOyueM, npocvba OnepamueHo OUMU 8 JTUYHbBIU
KabuHem no cnedyowell CColiKe: ... ...... »

[Ipu 3TOM cCchllIKa, KOHEUHO K€, BeJIeT Ha MOJAeNIbHYI0 (hopMy aBTOpU3alUK B
KOPIOPaTUBHYIO MouTy. ECIK TOT Wil MHON COTPYHUK OpraHa BlIacTH BOBpeMsI He
MOMMET, 4TO JaHHas pacchlIKa sIBIsETCS (PUILIMHIOBOM, U MeperIeT Mo CChUIKE, OH
OKa)KeTCsl Ha CTpaHUIle, KOTOpasi BHEIIIHE HEOTJIMYMMa OT HacTosilIel popMbl BBOJIA
y4eTHbIX JaHHbIX. KoHeuHO e, BBels JOTMH W NapoJib, TaKOW COTPYIHUK
«J100POBOJILHOY MEPEAACT UX 3JI0YMBIIIICHHUKAM.

IlepBoHavya/IbHBIC AeHCTBUSA NPH NMOJY4YEHHH 3JIEKTPOHHOIO NHCHMA:

Eciun Bwl monyunnu muceMo, B KoTopoM oT Bac TpeOyroT Kakoro-iu6o
B3aMMOJICCTBUS, B TOM 4YHUCJIE HE3aMeMJIUTEJIbHOIO0, WM K€ TaKoe IHUCHbMO
BbI3bIBaeT y Bac 1r060mbITCTBO, UyBCTBO CTpaxa WM MOOYX IaeT K ASHCTBUSM,
HaIlpUMep, KOTKPOI», KIIPOYUTAI», «O3HAKOMbCS», TO 3alyMalTeCh U 3a/1aiiTe cede
CJIeIyIOolKe BOIMIPOCHI:

0KHJIAI0 JIA S 3TO IMMUCHMO?
€CTb JIK CMBICJT B TOM, YTO OT MEHS TpeOyroT?
3HAIO JIU s aBTOpa ITOT0 MrchMa’?
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YBEPECH JIKA S B 0e30IacHOCTH MMOJIYYCHHOI'O 3JICKTPOHHOT'O nicbma’?

Ecnu oTBeT XOTs1 ObI Ha OJMH M3 O3BYUYEHHBIX BBIILIE BOIPOCOB «HET» -
BHUMATEJIbHO MPOAHAJIU3UPYHTEe COJAepKUMOe MUCbMa M, MPU HEOOXOAUMOCTH,
CBSDKUTECh JUIA KOHCYJbTAallMM C TPEICTABUTEIEM TEXHUYECKON IOANEPKKU
Bamero oprana Biactu.

Nwmeiite B BUaYy, 4T0 0c000T0 BHUMaHUS TpeOyIOT MUChMa, KOTOpPBIE:

coJiepatr CChUIKY IUIsl Tepexojia Ha CTOPOHHUU pecypc (BO3MOXKHO, CChLIKa
BeJIeT Ha (DUIIMHTOBBIN MoAeNbHBIN pecypce). [Ipu 3ToMm erie 6ombiero BHUMaHUs
3acIy’KMBAlOT MUChMa, COJepXKalllue «KOPOTKHE CCBUIKM», TaK KaK HEBO3MOXKHO
OTpeeNnuTh, Ky/la BeeT TaKkas CChLIKa;

collepkar BIOXKeHUe (BO3MOXHO, (a1 COAep UT BPEJOHOCHBIA KOZI s
3apakeHUs Balllero KOMITBIOTEpa);

COCTaBIIEHBI HA MHOCTPAHHOM SI3bIKE;

UMEIOT 0OJIbIIIOe KOJTMYECTBO TOTydaTeNel;

conmepxat opdorpaduueckue ommoKy;

CBs3aHBl C (PUHAHCOBOW, OaHKOBCKOW cdepoil WM TeomoIUTUYECKOM
00CTaHOBKOA.

Kak AHAJIU3UPOBATD 3JICKTPOHHbLIC nucbma?

1. TlpoBeprTe aapec oTmnpaBuTess (JIOMEH aapeca SJIEKTPOHHOW TMOYTHI,
C KOTOpPOM NpHUIUIO IHCbMO, JAOJDKEH COBMNAAaTh € JOMEHOM, YKAa3aHHBIM
Ha o(uLMaNIbHOM caiiTe opraHu3aluu, OT UMEHU KOTOpPOH sIKOObI HaIpaBlIEHO
IIACbMO, a JIOTMH TAKOM IIOYTHI, B CBOK OY€pEeb, JOJDKEH COBNANATh C IIPUHATON
JIOTUKOM HMX TOCTPOeHMs B TOM WJIM WHOW opraHuzauuu). lIpoBepsiiite aapec
OTIIPaBUTEIIA, JaXKe B CIy4ae COBIIAJEHUS UMEHU C YK€ U3BECTHBIM KOHTAKTOM;

2. TlpoBeppTe mosHOE KWMs OTHpaBUTENS (ISl MPOBEPKH MOJHOTO WMEHU
OTIpPaBUTEISl, HABEAUTE KypCOp MBILLIKM Ha yYKa3aHHOE B IUCbMeE UMsI OTIIPABUTES])
U 3aTeM [POAaHAIU3UPYWUTE BBICBETUBIUMICA aApeC DJIEKTPOHHOW IOYTHI
B COOTBETCTBUH ¢ MHPopMarueil u3 ohpruLraibHbIX HCTOYHUKOB (CM. ITYHKT BBIIIIE);

3. llpoBepbTe, NpH HAIWYUH, CCBUIKH, AAXKE €CIM IHUCBMO IOJYy4YEHO
OT Jpyroro Tmojb30BaTens Barmieii WHQOPMAIIMOHHOW CHCTEMbBI, W TOMHHTE
0 TOM, 4TO caM (hakT HampasjieHHs] BaM 1Mo 37eKTpOHHOM NMOYTe CCHUIOK, BEAYLINX
Ha CTOPOHHUI PeCypC, ABISETCA I10J03PUTEIbHBIM:

- o0paTnTe BHMMaHHe Ha Ha3BaHUE cailiTa, Ha KOTOpbI Bam mpeanararot
nepeitu. B HeM MoxeT ObITh U3MEHEH NOpsAoK OYKB WM, HApUMeEp, HEKOTOPbIe
OykBBI MOTYT OBITh 3aMeHeHbl Ha Hudpsl (Hampumep, www.s@branie.ru). Kpome
TOTO, JUis BBelIeHUs B 3a0MyXKIeHHE 3JIOYMBIIUICHHUKOM MOTYT OBITh
UCIIOJIb30BaHbl CHEMaN3UPOBaHHbIE CEPBUCHI COKPALLEHUS CChUIOK (Hampumep,
bit.ly, tinyurl.com);

- HaBeAMTE KypCOp MBIIIKM Ha CChUIKY (He Ha’KMMasi Ha Hee, CCbLIKa
NOABUTCH WM PSAAOM ¢ KypCOpoM HJM B JIeBOH HHJKHell 4YacTH OKHa)



3

u nposepbTe, uyToObl URL, yka3zaHHbIf B 35ekTpoHHOM cooOmenun, u URL,
0TOOpaXkaeMbli TPU HaBEJEHUH Kypcopa Ha CCbUIKY, COBIaAAIN;

- Takke Bbl MokeTe BpyuHYyIO (He KOMUpYs ee) BOUTh MOJYyUYEHHYIO CCBUIKY
B CTpOKe TTOMCKOBO# cucteMbl (AHaexc, mail.ru u np.). Takoit metos mo3Boaut Bam
3aMETUTh BO3MOXHBIC «OIUOKI» B TTOJIYYCHHOM CCHIIKE;

4. IlpoBepbTe Hanuuue BilokeHUH. Eciu oTnpaBuTeNb, 3JIEKTPOHHOE MHUCHMO
Y NPUYMHA, IO KOTOpOW Bac mpocaT OTKPBITH BIIOXKEHUE, BBI3BIBAET JIa)KE€ CaMOe
HE3HAUUTEeJIbHOE M0I03PEHUE — HU MPHU KaKUX 00CTOSATEILCTBAX HE OTKPBIBANTE ero.

5. OOpamraiiTe BHUMaHHWE Ha BO3MOXHBIE OIMEYaTKH, opdorpaduyueckue
OImMMOKY, OOJBINOEe KOJUYECTBO TMPOMUCHBIX OYKB, COBMNaJCHWE Ha3BaHWUU
OpraHu3aliyi, WMEHHW OTIPaBUTENS M COJAECPHKUMOIO B TEKCTE 3JIEKTPOHHOIO
MHACHMa;

6. Eciu mnonydyeHHOe MHUCHbMO BBI3BIBAET COMHEHHUS, IO BO3MOXHOCTH,
CBSKUTECH C OTIIPABUTEIIEM MJIM CO CITPABOYHOM OpraHU3alnu, OT KOTOPOU MPHUILIO
TaKoe AJEKTPOHHOE MUCHMO, MO JPYrOMy KaHaily CBS3U. [Ipy 3TOM KOHTaKTHBIE
JaHHBIE HYKHO OpaTh U3 aBTOPUTETHBIX HUCTOYHUKOB, HAIpUMep, Ha OPHUIIHATIBHOM
caiiTe OpraHu3aluy, a He U3 HalpaBlIeHHOro Bam nucema.

Yto gesath, ecaiu Bol 00HapyxuIn pUIIMHIOBOE MHCHMO?

1. He mepexoauTte mo cchliike, 0COOEHHO, €CJIM OHU JJIMHHBIE WIH, HA000POT,
CO3JIaHbI MTPU TTOMOIIM CEPBUCOB COKPAILIEHUS CCBHLIOK;

2. He HaxuMaiite Ha CChUIKH, €CJIM OHU 3aMEHEHBI Ha CJIOBA;

3. He xonupyiiTe ajipec CChUIKU;

4. He otTkpblBaiiTe M He CKayuBaiiTe BJIOXKEHHS, OCOOEHHO, €ClM B HUX
coepxaTcsi JOKYMEHThI C MaKpOCaMH, apXWBbI C TApOJsSMHU, a Takke Qailyibl
¢ pacumpenusimu RTF, LNK, CHM, VHD;

5. He nmoarpy»aiite KapTUHKM OT HE3HAKOMBIX JIIOJIEH;

6. He 3amyckaliTe Makpochl B OPUCHBIX MPUIOKEHUSIX (MAKpoc — 3mo Habop
KOMaHO U  UHCMPYKYUl,  2cpynnupyemvix  emecme 8  8uoe  eOUHOU
KOMAHObL o4 asmomamuieckoco BbINONHEHUs 3a0ayu.);
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7. He nmepecbuaiiTe nucbMa KoJlleram;

8. Ilpoundopmupyiite ciyxk0y TeXHUYECKON NOAJIEP)KKHM CBOEro opraHa
BJIACTH/aIMUHUCTpATOPa HHPOPMAIIMOHHOW CHCTEMBI, HAlIPAaBUB €My IOJTYy4YeHHOE
MMCbMO KaK BJIOKEHHE;

9. Y nanure QUIIMHIrOBOE MUCHMO.



